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The purpose of this policy is to standardize the timeframe in which State agencies,
departments, boards, commissions, and authorities (State entities) inform the
FI$Cal Service Center (FSC) of user role changes. This policy and its associated
process will assist in the protection of State entity data by preventing unauthorized
use of roles or privileges.

This policy applies to all users within State entities who have access to FI$Cal (the
System).

The Departmental Authority Designee (DAD) of the State entity is responsible for
submitting the User Access Request Form (UARF) to the FSC to prevent a user
from retaining the privileges of a role for any period of time after the effective date
of the withdrawal or change in those privileges.

To maintain the integrity of data within the System, and to reduce the chances of
privileges being misused, State entities are to inform the FSC in the following
situations:

 If withdrawal or change in privileges is a scheduled event, the DAD must
submit the User Access Request Form (UARF) five days before the
effective date of the change or withdrawal.

¢ If withdrawal or change in privileges is urgent, the DAD must contact the
FSC immediately by phone for immediate disabling of the user account.
The DAD is to submit the UARF within 24 hours for auditing purposes.
On receipt of the UARF, the FSC will update roles to reflect the requested changes
by the effective date.

The FI$Cal Information Security Office (ISO) will regularly perform an audit to
ensure user privileges and roles in the System map to departmental defined roles
stated in the UARF.

Questions concerning this policy should be directed to the FSC via email to:
fiscalservicecenter@fiscal.ca.gov.
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