[image: cid:image001.png@01D189C1.F71AD7C0]

[bookmark: _GoBack]Conducting Reasonable Accommodations Transactions 1.0
FI$Cal PeopleSoft Modules PO, AP, PC, and AM
Supplemental Job Aid
Marked: High Importance - Must Read

Date: 09/20/2016

Target Audience: All Users of Modules PO, AP, PC, and AM

Purpose: This Supplemental Job Aid provides users essential instructions for performing transactions related to Reasonable Accommodations in the FI$Cal PeopleSoft modules of Procurement, Accounts Payable, Project Costing, and Asset Management.

The Department of FI$Cal issued a letter to all directors of state entities involved in the FI$Cal System that requested their assistance in the publicizing of the prohibition against entering, processing, or storing Protected Health Information (PHI) in the System. Conducting Reasonable Accommodation transactions in the System is one way in which PHI can be introduced; however, the System is not yet certified as fully compliant with federal and state laws and regulations that govern PHI. Hence, the purpose of this job aid is to help you avoid introducing PHI into the System and jeopardizing the integrity and security of such information.
What is PHI:
Federal and State laws protect PHI held or transmitted in any form or medium -- electronic, paper, or oral. PHI is information, including demographic information, which relates to:
1. the individual’s past, present, or future physical or mental health or condition,
2. the provision of health care to the individual, or
3. the past, present, or future payment for the provision of health care to the individual, and that identifies the individual or for which there is a reasonable basis to believe can be used to identify the individual. Protected health information includes many common identifiers (e.g., name, address, birth date, Social Security Number) when they can be associated with the health information listed above.


What is not PHI:
1. Any PHI that has been de-identified (i.e., rendered indistinguishable) according to approved de-identification methods (consult FI$Cal ISO for more information);
2. Any PHI identifiers that has been de-identified by the U.S. Secretary of Health and Human Services;
3. National Provider Information, or NPI (this is a generic number that replaces a medical provider’s name for payment purposes in order to avoid revealing health information about customer patients.
Instructions:
For all modules stated above, it is permissible to use a generic description of a reasonable accommodation purchase and payment; however, you cannot ascribe a particular medical condition or symptom to a named individual. FI$Cal users may not enter any Personally Identifiable Information (PII) into any field or attachment and associate it with any information that may reveal a person’s physical or mental health condition whether the subject or condition is past, present, or future. Information that may reveal a person’s medical condition include, but is not limited to:

1. Treatment;
2. Diagnostic code;
3. Medical supplies;
4. Medical equipment or devices (e.g., pacemaker; wheelchair, or other assisted devices);
5. Medical device identifiers and serial numbers;
6. Third-party medical supplier’s name/DBA (e.g. Apria);
7. Biometric identifiers (e.g., finger and voice prints, body or body part scans/images);
8. Medical provider’s name (e.g., mental health institution, convalescent home);
9. Certificate/license number;
10. Residential address if the address is a mental institution or a nursing home;
11. Medical record number;
12. Health plan beneficiary number;
13. Vehicle identifiers and serial numbers (e.g., disabled person’s license plate number);

Additionally, the following are PII will be deemed as PHI, for living or deceased persons, when associated with a payment or procurement health-related transaction:

1. Name;
2. Social Security Number;
3. Age;
4. Email address;
5. Fax number;
6. Phone number;
7. Financial account numbers;
8. Facial images;
9. Voice prints;
10. Fingerprints;
11. Web Universal Resource Locators (URLs);
12. Internet Protocol (IP) addresses;
13. Any part of date;
14. Any other unique identifying number, characteristic, or code.
Important Note: We must protect individual's privacy from re-identification (becoming distinguishable) in production and non-production environments. Any code used to replace PHI identifiers in datasets cannot be derived from any information related to the individual and the master codes, nor can the method to derive the codes be disclosed. For example, a subject's initials cannot be used to code their data because the initials are derived from their name even if all of the PHI identifiers were removed.
For further information on this topic, please do not hesitate to reach the FI$Cal Enterprise Security Services at fiscal.iso@fiscal.ca.gov.
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